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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]None
3	Rationale
This contribution proposes a new solution for TR 33.700-41.
4	Detailed proposal
 
*** Start of 1st Change ***
[bookmark: _Toc151726809]6.Y	Solution #Y: Flexibility to adjust the preference on security algorithms
[bookmark: _Toc151726810]6.Y.1	Introduction 
This solution addresses the security requirement in key issue#X on flexibility to adjust the preference on security algorithms. 
[bookmark: _Toc151726811]6.Y.2	Solution details
When AMF is configured the lists of algorithms, the key length policy should also be configured and stored in AMF. 
When NAS SMC is completed, AMF has determined on the algorithms to be used and already notified UE, then it will notify RAN on the chosen algorithm and the IE_keylengthpolicy which is the policy on key length to be followed by gNB/ng-eNB. 
N2 message (RAN Configuration Update messages) can be used to deliver the key length policy from AMF to gNB.
IE_keylengthpolicy has 2 values: 
· prioritize 128-bit algorithms, indicating gNB should prioritize 128-bit algorithms when determining the AS layer algorithm.
· prioritize 256-bit algorithms, indicating gNB should prioritize 256-bit algorithms when determining the AS layer algorithm.
[image: ]
Fig 1: Call flow for delivering the IE_keylengthpolicy
Pre-assumption: 
1. UE supports 256-bit algorithms. 
2. AMF is configured with the key length policy and the list of algorithms supported by AMF. 
Step 1: UE sent the registration request. 
Step 2: UE and the network perform the security procedure.
Step 3: UE and AMF perform the NAS SMC procedure to activate the security algorithms.
Step 4: AMF sent gNB configuration update to gNB, containing the UE security capability and IE_keylengthpolicy. 
Step 5: UE and gNB perform the AS SMC procedure, during which gNB shall follow the IE_keylengthpolicy to determine the final algorithms used in AS layer. 
[bookmark: _Toc151726812]6.Y.3	Evaluation
TBD

*** End of 1st Change ***
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